[IAMSITKA
IJISI OBYYAIMXCS OB MH®OPMAIIMOHHOM BES3OIIACHOCTHU
IETEN

HENb3A

1. Bcem noppsa coobwarb CBOK 4acTHyw uHdpopmauuro
(nacroswme mma, cbamunuio, TenecdoH, agpec, HOMep WKOosbl, a TaKXe
c¢ororpachum ceom, cBoem ceMmbu U Apy3en);

2. OTKpbIBaTh BJIOXXE€HHbIe (pannbl 3JIEKTPOHHOM MNMOUTHbI, KOrga He
3Haeuwb OTNpaBUTens;

3. FpybuTtb, npuaupartbCa, oOKa3biBaTb [AaBneHue - BecTu cebs
HEeBEeXINMBO U arpecCUBHO;

4. He pacnopsh>xamcsa peHbramum TBOeM cembMu 6e3 paspeweHusn
cTapumx - Bcerga cnpawuvsam poauTternemn;

5. He BcTtpeuauca ¢ UHTepHeT-3HAKOMbIMM B peanbHOM XMU3HM -
NOCOBETYMUCH CO B3pPOCHbiM, KOTOPOMY AOBEepsellb.

OCTOPOXHO

1. He Bce nuuyT npasay. YUmtaewb o cebe Henpasay B MHTepHeTe -
coob6wm 06 3ITOM CBOMM poaUTENnAaM MM ONEeKyHaM;

2. MpurnawarT nepenucbiBaTbCA, wurparb, ob6meHuBarbca -
npoBepb, HET NI NoABOoXa;

3. HesakoHHOe konupoBaHue cannoB B UHTepHeTe - BOPOBCTBO;

4. Bcerpa paccka3biBaM B3pocnbiM 0 npobnemax B cetuM - OHM
BCerpa nomMoryr;

5. Acnonb3ym HacTpoukm 6e30nNacHOCTU U NPUBATHOCTU, YTOOLI He
MOoTEepPSATbL CBOU aKKayHTbl B COLICETAX UM APpYrux nopranax.

MOXHO

1. YBaxxan gpyrmx nonb30BaTenemn;

2. Monb3yeuwbcs MHTEpHET-UCTOUYHMUKOM - Aiefiam CCbIfNIKYy Ha Hero;

3. OTKpbIBan TONMbKO T€ CCbINIKU, B KOTOPbIX YBEPEH;

4. ObwarbCA 3a NOMOLWbLIO B3pPOCIbIM - poAUTENU, OMNMEeKYHbl M
agMUHMUCTpaLUA CauToB BCcerga nomMoryr;

5. Mpongn obyueHume Ha caumte "CetreBMUOK" M nonyuu nacnopr
umcppoBoro rpaxxgaHuvHa!



UHOOPMALIMOHHASA NAMATKA AJNA OBYYAIOLWUXCA AnNA PASMELLEHUA HA
OPULIMATIBHbLIX UHTEPHET-PECYPCAX

C xaxxabiM rogomM MoOJIofieXXM B MHTepHeTe CTaHOBUTbCA 6onblue, a
WKOJIbHUKM OflHU U3 CaMbIiX aKTUBHbIX nonb3oBatenen PyHera. Mexnay
TemM, NTOMMMO OrPOMHOIr0 KOJIMMeCTBa BO3MOXXHOCTEM, UHTEepHeT HeceT
M npobnembl. 3JTa nNnamMATKa pONMKHA nNomMoub Tebe 6GesonacHo
HaXoOAUTbLCA B CeTM.

KomnbloTepHbie BUPYCbI

KomMnbloTepHbin BMPYC - 3TO Ppa3sHOBMAHOCTb KOMMbIOTEPHbIX
nporpamMmMm, OTNMUYMTENbHOM OCOOGEHHOCTbLIO KOTOpPOM SABNAETCA
Cnocob6HOCTb K pa3MHOXeHUIo. B nononHeHune K 3aTomy, BUPyCbl MOryT
noBpeAuTb MJIM MNOJIHOCTbIO YHMUUTOXUTbL Bce annbl M paHHbIe,
NOAKOHTPOJIbHbIE MNOJfIb30BaTeNio, OT MMEeHM KoToporo 6bina sanyuweHa
3apa>KeHHas nporpamMmma, a TakXXe NoBpeamuTb UMM AaXKe YHUUTOXMUTDL
onepauMoHHy0 cuctemy co ecemu channamvm B uenom. B 6onbuimHcTBE
crny4yaeB pacnpoCTpPaHAIOTCA BUPYCbl Yepe3 UHTEepHeT.

MeToab! 3aWuTbI OT BPpeAOHOCHbIX nporpamm:

1. Acnonb3yn COBpeMeHHble onepauuoHHble CUCTeMbl, uMerolme
cepbe3HbIA YPOBEHb 3alMUTbl OT BPEAOHOCHbIX NporpamMmm;

2. MocTossiHHO ycTaHaBnNuBaM nautv (umcpoBblie 3annarkm, KoTopbie
aBTOMaTU4YECKM YCTaHaBfIMBAIOTCA C Uenbio aopaborkm nporpammbl) m
Apyrue o6GHOBNeHMs cCBOeM onepaumMoHHOM cucrtembl. CkaumBam wmXx
TONbKO C¢ ocmumanbHOro camra paspaboruuka OC. Ecnu cyuwecrtByer
peXxumMm aBToMaTU4YeCcKoro o6HoBNeHus, BKIIOUYM ero;

3. Paboran Ha cBoeM KoMmnbioTepe nop npaBaMym nonb3OBaTens, a
He agMMHMUCTpaTopa. J3TO HEe MNO3BONUT GONbLLIMHCTBY BPEAOHOCHbIX
nporpamMMm MHCTaNJIMPOBaTbCA HAa TEBOEM NepcoHaNnbHOM KOMNbIOTEpPE;

4. Acnonb3yn aHTMBMPYCHbIE MpPOrpaMMHbie NPoAYyKTbl U3BECTHbIX
npou3BoauTesien, C aBTomaruyeckum obHoeneHuem 6as;

5. OrpaHMyb (pU3nUYECKNUMA AOCTYN K KOMNbIOTEpY ANIA NOCTOPOHHUX
nuu;

6. Acnonb3y BHewHue Hocutenu wuHdopmauum, TakKume Kak
cnewka, guck vnm cdann M3 MHTEpPHETa, TONMbKO M3 MNPOBEPEHHbIX
MCTOUYHUKOB;

7.He oOTKpbIBal KOMNbIOTEpHbIe annbl, MNONy4YeHHble U3
HeHafAeXHbIX UCTOYHMKOB. [laxxe Te camnbl, KOTOpble NpUcnan TBOM
3HaKOMbIW. Jlyuule yTOYHM y HEero, oTnpaBnan num oH tebe mx.



Cetu WI-FI

Wi-Fi - aT0 He BMa nepepaum AaHHbIX, HE TEXHOJNOrMa, a BCero nuub
6peHp, mapka. Ewe B 1991 roay HuaepnaHacKasas KOMMaHMA
saperucrtpuposana 6penpg "WECA", uto o60o3Hauano cnosoco4yetraHue
"Wireless Fidelity",

KOTOpbIX NepeBoauTca Kak "6ecnpoBogHan TOMHOCTL".

Ao Hawero BpemeHuM powna ppyras ab66pesmartypa, kKoTopas
AIBNAETCA TaKOM Xe TexHonoruenm. 1o ab6bpesmarypa "Wi-Fi". Takoe
Ha3BaHMe ObINO AAaHO C HAMEeKOM Ha CTaHAApPT BbICLUENW 3BYKOBOM
TexHukm Hi-Fi, uto B nepeBone o3HauaeT "BbiCOKas TOYHOCTL".

HAa, 6ecnnatHbIA MHTEpHeT-gOCTYN B Kade, oTenax M asponoprax
AIBNIAETCA OTJINYHOM BO3MOXHOCTbIO BbiIXOAa B MHTepHeTr. Ho mMmHorue
aKcnepTtbl cuuTaloT, uto obuwepoctynHbie Wi-Fi cetn He saBnsaworcsa
6e3onacHbIMM.

CoBeTtbl No 6e3onacHocTu pabortsl B obwepnocrtynHbix cerax Wi-fi:

1. He nepepasamu CBOIO FINYHYIO mHcdopmauumio yepes
obwepnoctynHbie Wi-Fi cetn. Pabortaa B HMX, XXenarenbHO He BBOAMUTb
naponm pocrtyna, fiormHbl U KaKue-To HomMmepa;

2.Aicnonb3y® m OOHOBNAX aHTUBUPYCHLIE HMNporpamMmmbl M
6paHnamayep. Tem cambiMm Tbl ob6e3onacuuib cebs or 3aKaukm Bupyca
Ha TBOE YCTPOMCTBO;

3. Mpn ncnonnsosaHum Wi-Fi otknoun cpyHkuuio "O6wmn pocryn K
cdannam v npuHtepam”. [laHHas pyHKUMA 3aKpbiTa NO YMOMYaHMIO,
OoAHAaKO HEeKoTopbleé noNnb30BaTenM aKTUBUpPYIOT ee pana ypnobcrBa
Mcnonb3oBaHuna B pabore unu yuebe;

4. He ncnonb3ymn ny6nuurbin WI-Fl pna nepegaum nUUYHbIX AaHHbIX,
HanpMmMmep ANA BbIXoAa B couManbHbie CeTU UMM B 3NMEeKTPOHHYIO NMouTYy;

5. Acnonb3yM TONbLKO 3awMueHHoe coeauHeHue uyepe3 HTTPS, a
He HTTP, 1.e. npu Habope Beb-agpeca BBoan umeHHO "https://*;

6. B mo6bunbHom tenecdoHe orknwoum cdyHkumo "MopknoueHue K
Wi-Fi aBTomatnueckn”. He ponyckam aBToMaTrMuyecKoOro noakKkniouvYeHu s
yctpouctBa K ceram Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

CoumanbHble CeTM aKTMBHO BXOAAT B Hally XXU3Hb, MHOrMe noamu
paboraror M >XMBYT TaM noctosHHO, a B Facebook yxe
3aperucTpypoBaH MUNMapA uerioBeK, UTO fIBJISeTCA OAHOM ceabMoOM



BCeX »Xuteneum nnaHerbl. MHorme nonb3oBarenu He MNOHMMAIOT, 4TO
umHcdopmauuna, pasmMmeweHHas MMM B coLManbHbIX CeTAX, MoOXeT 6bITh
HanaeHa M UCNonb30BaHa KeM YyrogHo, B TOM uucrie He obaszarenbHo C
6narmmm HaMmepeHuaAMM.

OcHOBHbIe coBeTbl N0 6e3o0NacHOCTU B couManbHbIX CeTAX:

1. OrpaHM4yb CNUCOK Apy3en. ¥ Teba B Apy3bAX He AOJIKHO ObITb
Crly4aMHbIX U HE3HAKOMBbIX NIOAen;

2. 3awMuiam CBOKO YaCTHYO Xu3Hb. He ykasbiBan naponm,
TenedcdoHbl, agpeca, paty TBOEro pPOXAEHUA U ApPYrywo JIMYHYIO
uHcpopmaumlo. 3NOYMLIWIEHHUKM MOFyT MCMNONb30BaTh  paxe
mHdpopMmaumIo 0 TOM, KaKk Tbl M TBOM poauTenu nnaHupyere NpoBecTM
KaHMKYrnbl;

3. 3awMwan CBOIO penyrtauuio - Aep>Xu ee B YMCTOTe M 3ajaBam
cebe Bonpoc: xoren 6bl Tbl, YTOOLI ApyrMe nonb3oBaTenv BUAENnU, UTO
Tbl 3arpyxaewb? [Moayman, npexpe uYemMm UTo-T0 onybnukosartb,
Hanucartb M 3arpy3uThb;

4. Ecnu Thl roBopuvulb C JNOAbMM, KOTOPbIX He 3Haelb, He
MCnonb3yM CBOE pearibHOe UMA U APYrylo JNIMYHYI0 nHdopMmauum: nms,
MEecCTO XXMTesnbCTBa, MecTo y4ebbl u npoyee;

5. A3beram pasmeweHuna d¢ororpacbum B WUHTEpHeTte, rpe Tbi
n3obpaxxeH Ha MECTHOCTMU, MO KOTOPOM MOXKHO onpegenurb TBOE
MEeCTONOJIOXKEeHMe;

6. Mpn perucrpauum B couManbHOM cetm Heob6xogumo
MCNONb30BaTh CJIOXKHbIe Naponu, cocroswme U3 6yke u uudcdp m c
KOJIMYEeCTBOM 3HAaKOB He MeHee 8;

7. AnAa couManbHOM CEeTHU, NOUTbl U APYrMx camToB Heobxomumo
MCnonb30BaTh pa3Hble naponu. Torga ecnu Tebsa B3nomawT, TO
3NOYMbIWIeHHUKM nonyYaTr [OCTyNn TONMbKO K OA4HOMY MEcCTy, a He BO
BCe cpa3y.

3neK'rp0|-|Hb|e BeHbIrm

ANeKTPoOHHbIe AEeHbrn - 3T0O O4YeHb yAoOHLIXM cnocob nnarexen,
OAHAKO CYLECTBYIOT MOWEeHHUKMU, KOTOpbie XOTAT MNOMNyuMTb 3TMU
AEeHbIrNn.

3neK'rp0|-||-|b|e A€eHbrrm noAssmMnmMCcbh coeCcem HegaBHO M MMEHHO MU3-
3a 3TOoro BO MHOrMx rocygapcreax o CmMx nop He nponmMmcaHoO nmpo HUX B
3aKOHaX.



B Poccum e OHU (PYHKUMOHUPYIOT U O HUX YyXKe NponucaHo B
3aKoHe, rge ux pas3pensiior Ha HeCKOJIbKO BUAOB - aHOHUMHbIE UM He
aHOHMMHble. PasHuua B TOM, UTO aHOHMMHbLIE - 3TO Te, B KOTOPbIX
paspewaercs npoBoAuTL onepauuu 6es umaeHTUdpukaumumn
nonb3o0BaTesnii, a B HEaAHOHUMHbIX uaeHTUdUKauMa nonb3oBaTens
ABnserca obazarenbHOM.

Takxxe crnegpyetr pas3nuuatb 3JEeKTPOHHble duaTtHble pf[eHbrm
(paBHBLI rocypapcTBeHHbIM BanloOTaM) M 3JIEKTPOHHble HeduaTHble
AeHbrmn (He paBHbl rocyaapCcTBEHHbIM Banoram).

OcHoOBHbIEe coBeTbl No 6e3onacHoM pabore C 3INEKTPOHHbIMM
AeHbramm:

1. MpuBaXK K cuety MobunbHbIN TenecdoH. ITo caMmbii YyAOOGHBbIN U
6GbiCcTpbin cnocob6 BoccTaHOBMUMTL poctyn K cuety. [MpuBa3aHHbIN
TenecdoH nomoxer, ecnu 3abypewb CBOM NNaTteXXHbIA Naposib Unu
3anpgelwb HaA CaMT C He3HAKOMOro yCTPpOMCTBA;

2. Acnonb3yn opHopa3oBblie naponu. [Mocne nepexopa Ha
yCcUneHHylo aBTopu3auumio Tebe yxe He O6yaer yrpoxarb OnacHoOCTb
KpaXXv Unm nepexsarta nnare>XXHoro napons;

3. Bbibepu cnoxxHbin naponb. lMpecrtynHukam 6yper He npocTto
yragartb CJOXKHbIX naponb. HagexxHble naponum - 3T0 naponu, KoTopbie
copgepxxar He MeHee 8 3HaKoB M BKAOYawT B ceba CTpouHbIe U
nponucHbie 6ykBbl, UN(PPbLI U HECKONbKO CUMBOJIOB, TaKMe KaK 3HakK
ponnapa, (pyHTa, BOCKNMUaTenbHbIA 3HaAK M T.n. Hanpumep, $tR0ONng!;;

4. He BBOAM CBOM JMYHbIe [AaHHbIE HAa caWTax, KOTOpPbIM He
AOBepAellb.

3J'IEKTPOH HaAa nouTa

JneKTpoHHaaA nouTa - 3TO TEeXHOJIOrMA U npepocTaBnsemMbie ero
yCrnyrm nmno nepechHINike U MOoJIYyYEeHUIO IJIeKTPOHHbIX Ccoob6weHun,
KOTOpble pacnpepenslorTcas B KomnbloTepHou cetu. O6bivuHO
SNEeKTPOHHbLIA MNOMTOBbLIM HALUMK BbIrNAAUT cnegywowmm obpasom:
MMsa_nonb3oBatenas@umsa_pomeHa. Takxe Kpome nepegaum npocToro
TeKCTa, MMeeTCs BO3MO>XHOCTb nepenaBatb channbl.

OcHoBHbIe coBeTbl N0 6e3onacHon paboTe C 35N1IeKTPOHHOM NOUTOM:

1. Hapo BbIGpaTb NpaBuMNbHbIM NOUYTOBbIN cepBuc. B uHTepHeTe
€cCTb OrpomMHbIM BbIGOp 6ecnnarTHbIX MNOYTOBLIX CEpPBMCOB, OAHAKO
nyduwie AoBepATb TeM, KOro sHaellb U KTO NepBbi B PEUTUHTIE;



2.He yxka3biBah B JIMMHOM TMoOUTEe JIMUHYIO WUH(pOpMauuIo.
Hanpumep, nyywe BbiGpatrb "my3bikanbHbin_chaHaTt@" mnm "pok2013”
BMecTo "temal3™;

3. Acnonb3yn pAByX3TanHyw aBTopM3auuio. J3TO0 Korga MNOMMMO
napons Hy>XHO BBOAUTb KoA, NpMcCbiJslaeMbIid NO
SMS;

4. Bbibepy CcnoXHbiM naponb. [AnNA KaXaoro nouToBOro sfAuwuMkKa
AOJKEH ObITb CBOM HafleXXHbIN, YCTOMUYMBbINA K B3JIOMY Naponb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOM JIMYHbIN
BOMPOC, UCMOSIb3YH 3TY BOSMOXXHOCTb}

6. Acnonb3yn HECKOSNbKO NMOUYTOBbIX AWMKOB. lNepBbin ANsa YacTHOM
nepenucKM ¢ agpecaramMmm, KOTOpbIM Tbl filoBepsellb. TO 3JIeKTPOHHbIN
appec He Hapo MCNosNb30BaTh NpuM perucrpaumm Ha chopymMmax u camTtax;

7. He otkpbiBam caunbl M gpyrue BIOXEHUA B NUCbMaX, paxe
€CInu OHM NMPULINMU OT TBOMX Apy3eM. Jlyuuwe yTouHu y HUX, OTNpaBnanm
nm oHu T1ebe aTu channbl;

8. Mocne okKoHuYaHuMA paboTbl Ha nNOYTOBOM cCepBuUce nepepn
3aKpbITUEM BKJIaflKMu C CauToOM He 3abyab Haxatb Ha "Bbintn".

Ku6ep6bynnuHr unm BuptyanbHoe usgeBarenbCTBO

KnbepbynnuHr - npecneposaHue coobweHuMaMU, cogep Kawmmm
ockopbneHusa, arpeccuio, 3anyrupaHume; XyJNMraHcTBo; couManbHoOe
6oMKOTMpPOBaHME C NOMOLLLIO PA3JIMYHbIX MHTEPHEeT-CEepPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnuHrom:

1. He 6pocamncsa B 60Mi. Jlyuwumm cnocob: nocoBeroBarbCa Kak cebs
BECTM MU, €CNM HeT TOoro, K KOMy MOXHO ob6parturtbCcsa, TO BHauane
ycnokoutbca. Ecnum Thl HauHewb oOTBevYaTb OCKOpOneHusamm Ha
ockKopbneHums, To TONbKO ewe 6onbuwe pazoxxKewb KOH(NUKT;

2. YnpaBnan csoeun Kkubeppenyrauuemn;

3. AHOHMMHOCTb B CeTu MHMMasn. CyuecTByroT cnocobbl BbIACHUTD,
KTO CTOMT 32 aHOHMMHbIM aKKayHTOM;

4. He cToMT BecCcTM XynUraHckum ob6pa3 BuUpPTyanbHOM XWU3HM.
UHTepHeT chbukcupyeT BCe TBOM AEUCTBMA U COXpaHSAeT uX. Yaanurtb ux
6yner KpanHe 3aTpyaHMUTENbHO;

5. Cobnopa CBOIO BUPTYanbHYIO YeCTb CMOJOAY;



6. UrHOpupy#M eAVHUYHbIN HeraTms. OpHopa3oBble
ockopburtenbHbie coobuweHuna nyywe urHopuposartb. O6bIYHO arpeccus
npekpalwaeTca Ha HaYasnbHOM CTagum;

7. bBan arpeccopa. B nporpammax o6bmeHa MrHoBeHHbIMM
coobweHMaMn, B couManbHbIX CETAX €CTb BO3MOXHOCTb GNOKMPOBKM
oTnpaBKu coobuweHun c onpeaeneHHbIX aapecos;

8. Ecnu Tl cBMpeTenb KMbepbynnuHra. TBom femMcTBUA: BbICTYNUTb
NpoTMB npecrnenoBartena, nNokKkasatb €My, 4YTO ero pAeucTBuA
OLUEeHMBAIOTCA HeraTuBHO, nNoAAep>XaTb >XXEepTBY, KOTOPOM HYXHa
ncuxonoruyeckas nomouwb, coobwurb B3pocnbim o0 cakTe
arpeccuBHOro noBefeHus B CeTu.

Mo6unbHbIin TenecgoH

CoBpemeHHble cmapTdOoHbl M NNaHWeTbl copgep>xart B cebe BnonHe
B3pocnbin (pyHKUMOHAN, U Tenepb OHU MOryT KOHKypupoBaTtTb CO
CTauMOHapHbIMM KoMnbloTepamu. OpHako, cpeacTB 3awutbl Aansa
noaoGHLIX YCTPOUCTB MNOKa O4YeHb Mano. TecTupoBaHue M HNOMUCK
YA3BMMOCTEN B HMX NMPOMUCXOAMT He TaK MHTeHCMBHO, kak ana MK, To
)Ke camMmoe KacaeTCs U MOOMINbHbIX NPUNOXXEHWUMN.

CoBpeMeHHble MO6unbHbIe Gpay3epbl yXXKe NpakTudecku aorHanm
HaCTOJIbHbIE aHanNorm, ogHako pacuupeHuve cyHKUMOHaNna Bne4Yer 3a
cobom 6onbLLUYIO CNOXHOCTbL U MEHbLU YO 3aWULEeHHOCTb.

Haneko He BCe npouw3sogumMrenm BbiNyCKaloT OGHOBﬂeHMﬂ,
3aKpbiBawuime KpuTnHeckKkume ya3BmmMmoCT Ansa CBoux yCTpOECTB.

OcHoBHbIe coBeTbl ana 6esonacHocT mobunbHoro tenecoHa:

Huuyero He saABnAerca no-Hacroawemy 6GecnnarHbim. bByab
OCTOpPOXEeH, Beab kKoraa tebe npeanaraior 6ecnnarHbii KOHTEHT, B HEM
MOryT ObITb CKpPbITbl KAKMEe-TO NiIaTHbIe YCINYru;

Adyman, npexxge uem ornpasutb SMS, chboro mnm Bupeo. Tbl TOUHO
3Haeuwb, rge oHu 6yayT B KOHEeYHOM uTtore?

Heob6xopgumo o6HOBRNATL oONEepauMoHHYIO CUCTEeMy TBOEro
cmaptdcdoHa;

MUcnonb3ym aHTMBUpPYCHbIE nporpaMmbl Ansa MOOGMIIBbHBIX
TenedgdoHOB;

He 3arpy>xam npuno>xeHus OT HEM3BECTHOro MCTOYHMKA, Befib OHMU
MOryT coiep>XaThb BpeJOHOCHOe nporpaMmmMmHoe obecneueHue;

Mocne TOro kKkak Thl BbiMgewWb C CcCauTa, rge BBOAUN JIMUYHYIO
uHcdpopmaumio, 3anMam B HACTpouku 6paysepa um yaanu cookies;



Mepmoanuecku npoBepsan, Kakvme nraTtHbie YyCIyrm akTUMBUPOBaHbI
Ha TBOeM HoMmepe;

AdaBam cBom Homep Mob6GunbHOro TenecdoHa TONbLKO nOAAM,
KOTOPbIX Tbl 3Haellb U KOMY AOBepsiellb;

Bluetooth pomkeH ObITb BbIKNMIOYEH, Korga Thl MM He
nonb3yewbca. He 3abbiBa mHOrga npoBepsATb 3TO.
Online urpsi

CoBpeMeHHbIe OHINaWH-Urpbl - 3TO Kpaco4Hble, 3axBaTbiBarowiue
pa3BneueHun, o6beauHAIOLWMEe COTHMU ThICAY 4YerioBeK Nno Bcemy Mupy.
Urpokm wuccnepyror AaHHbIM MM MMpP, obwarTca papyr C Apyrom,
BbIMNONMHAIOT 3afjaHUA, CPpaXalroTCA C MOHCTpPaMM M MNOJIyuvaloT onbIT. 3a
YAOBOJIbCTBME OHM MJIATAT: MNOKYNaloT AUCK, onnadyvBaroT aboHemeHT
N npuobpeTaloT KakKme-To onuum.

Bce 3TM cpeacTtBa mayT Ha nopgaepkaHMe M pa3BUTUE MUrpbl, a
TakK)ke Ha camy 6e30nacHOCTb: COBEpPLIEHCTBYIOTCA CUCTEMbl
aBTOpM3auuM, BbINMYCKAIOTCA HOBblie natum (uucppoBblie 3annaTtkv Aans
nporpamMmm), 3aKpbiBalOTCA YA3BMMOCTU CEpPBEpOB.

B nomo6GHbIX wurpax CTOMT onacaTbCfi HEe CTONbKO CBOMX
COMEepHUKOB, CKOJIbKO KpaXXM TBOEro naposnf, Ha KOTOPOM OCHOBaHa
cucrtema aBTopu3auum 6onblIMHCTBA Urp.

OcHoOBHbIe coBeTbl N0 6e3onacHoCcTU TBOEro UrpoBOro akKKayHrta:

1. Ecnn ppyroM wurpok Bepetr cebs nnoxo unu co3paer Tebe
HEenpMATHOCTU, 3ab6NOKMpPYMN ero B CNMCKe UrpoKoB;

2. Moxxanynca apMuHuUCTpaTopamMm urpbl Ha nJsioxoe noBepeHue
3TOro MUrpoka, XenaresibHO MNPUIIOXKUTb KaKue-TO fAoKa3aTtenbCTBa B
BUAE CKPMHOB;

3. He ykasbiBan nuuHyio nHcpopmaumio B npochamne mrpbl;

4. YBaxan gpyrux y4acTHMKOB MO Urpe;

5. He yctaHaBnmBam HeodMuMarnibHbie NaTyvM M Moabl;

6. Acnonb3ymM CNOXHbIe U pa3Hble Naponu;

7. Jaxxe BO BpeMsA Urpbl He CTOMT OTKNO4YaTb aHTUBMpYycC. lNoka Tbi
urpaeub, TBOM KOMMNbIOTEP MOryT 3apa3uThb.

OUWIMHr unm KpaXa JIMYHbIX gaHHbIX

O6bIYHOM KpaXXeu AeHer M AOKYMEeHTOB CerofHf y>e HUKOro He
YAMBMILb, HO C Pa3BUTUEM MHTEpPHET-TeXHOJIOrMN 3JIOYMbILWIIeHHUKN
nepemMecTunIMCb B MHTEpPHEeT, U NPoAoXalT 3aHMMarbca "nmobumbim”
Aenom.

Tak nosBunacb HoOBas yrpo3a: MUHTEepHeT-MmOoleHHuMYecTBa Unum



¢oMwIMHr, rnaBHas uUenb KOTOPOro COCTOMT B  MNOJIYyYEHUM
KoHdpMaeHUMaNbHbIX AAHHbIX NMOJIb30OBaTesIen - IOrMHOB U naponen. Ha
aHrnmmuckom na3sbike phishing uumraerca kak ¢duvmumHr (or fishing -
pbiOHasa nosna, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ huwmHrom:

1. Cneam 3a cBoMM akkayHToM. Ecnu Tbl nogo3peBaellb, UTO TBOSA
aHKketa 6bIna B3nomaHa, TO Heo6xoaumo 3abnokupoBath ee M
coo6WwuUTL agMUHUCTPaTOpaM pecypca 06 3ToOM Kak MOXXHO CKopee;

2. Acnonb3yn 6e3onacHblie Beb6-camTbl, B TOM 4Mucre, MHTEepHeT-
Mara3svHOB U NOUCKOBbIX CUCTEM;

3. Acnonb3yM CNOXHble U pa3Hblie naponu. Takum obpasom, ecnm
Te6a B3NMOMAalOT, TO 3MOYMbLIWMEHHUKM nonyyYar [OoCTYyNn TOJIbKO K
oAHOMY TBOeMy npodgusnio B CeTu, a He KO BCeM;

4. Ecnm T1eb6s B3nomanu, 10 HeobxooMmo npeaynpeauTb BcCex
CBOMX 3HAaKOMbIX, KOTOpble nob6aBneHbl y Teba B Apy3bAX, O TOM, 4YTO
Te6a B3nomanum u, BO3MOXHO, OT TBOero mmeHm 6yger paccbinarbcs
CnaM M CCbIJIKM Ha (PMLUIMHIroBble CaMThl;

5. YctaHoBu Hage>xxHbIX naponb (PIN) Ha mMo6unbHbIN TenedoH;

6. OTKNIOYM coxpaHeHue naponsa B 6paysepe;

7. He otkpbiBam caunbl U apyrme BJIOXEHMUA B NUCbMaXx, Aaxe
€CINnV OHM NPULLINMU OT TBOMX Aapy3eu. Jlyuuwe yTouHM Yy HUX, OTNPaBNANN
nm oHu 1ebe aTtu channol.

LUndporas penyraums

LUucdposas penyraums - I3TO HeraTMBHas WA MNO3UTUBHasA
uHdpopmauma B cetm o Tebe. Komnpometrmpyrwouwana wuHdpopmauus,
pasMelleHHas B MHTEpHeTe, MOXeT cepbe3HbiM o6pa3om oTpa3uTbCs
Ha TBOeM peanbHOM XuU3Hu. "Lincpposas penyrauusa” - aTo TBOM UMUAXK,
KoTopbin chopmupyeTca us mHcpopmaumm o Ttebe B MUHTEpHeTe.

TBOE MecCTO XUTenbCcTBa, y4yebbl, TBoe cbMHaAHCOBOE MNOJIOXEeHMe,
ocob6eHHOCTM XxapaxKkTepa M pacckasbl 0 O6nuM3kux - Bce 3710
HaKannBaeTcs B CeTM.

MHorme noOApPOCTKM JIEerKkOMbICNEeHHO OTHOCATCA K nybnukauum
nuyHon wuHdopmauum B MWMHTEepHeTe, He NOHMMaAs BO3MOXHbIX
nocnepactBui. Thbl pAaXe He CMOXelWwb poragartbCA O TOM, uTO
cdororpachua, pasmeweHHaa 5 ner Hasag, cTana NPUYMHOM OTKa3a
npuHATbL Teb6a Ha pabory.



KommeHTapum, pasmeuweHue TBOouX ¢potorpachum u pgpyrue
AEMUCTBUSA MOryT He MCUYEe3HYTb Aaxke MNoclie TOoro, Kak Tbl MX yaarnuilb.
Tbl He 3Haelwb, KTO coxpaHun 3Ty uHdpopmauuio, nonasna fiM oHa B
MOUCKOBbIE CUCTEMbl M COXpaHuNacb N OHa, a TrinaBHOe: uTo
noaymatotr o Tebe okpyxawouwue noam, KOTopble HaMayT U YyBUAAT ITO.
Hantm wuHdopmaumio MHOro netr cnycra cmMmoxertr nwobom - Kkak u3
AOoO6pbIX nNobyxaeHMn, Tak U C HaMepeHueM NpuYuMHUTL Bpea. IJTo
MoOXXeT ObITb KTO YrogHo.

OcHOBHbIe cOoBeTbl No 3awuTte umcpposomn penyraumm:

1. Mopyman, npexxae 4eM uTo-TO0 Nny6nukoBaTbh U NnepepasaTtb y cebna
B 6nore wnm B coumanbHOM CeTu;

2.B HacTpoukax npocpuna ycCTaHOBM OrpaHuYeHuss Ha NpocMoTp
TBOero npoduna M ero coAep>XXKumMoro, caeriam ero ToNnbkKo "ansa
Apy3en™;

3. He pasmewan M He yKa3biBam MH(poOpmMmauuio, Kotopas MoXeT
Koro-nmbo ockopbnarb nnm obmxarb.

ABTOpCKOE npaBo

CoBpeMeHHble WKOJNIbHUKM - aKTUBHbIe nonb3oBaTtenu uudposoro
npocTtpaHcTBa. OgHaKO paneko He BCe 3HalT, 4YTO NoNnb30OBaHue
MHOMrMMM BO3MOXHOCTAMM uucppoBoro mupa Tpebyetr cobniopgeHun
npaB Ha MHTeNMNeKTyanbHYl0 cO6CTBEHHOCTb.

TepMuH “uMHTennexkryanbHas coOOCTBEHHOCTL” OTHOCMUTCA K
pasnMYHbLIM TBOPEHMUSAM UYeJsiIOBEeYeCKOro yma, HauMHas C HOBbIX
M3obpereHMn M 3HaAKOB, o603HauYalOWMX COOBCTBEHHOCTb Ha NPOAYKTLI
M yCRnyru, u 3aKkaHumBasa KHuramm, cpororpacdpmamm, KuHochbunmamm m
My3blKaNbHbIMU NPOU3BEAECHUAMM.

ABTOpCKMEe npaBa - 3TO NpaBa HA MHTenneKryanbHYIO
COOGCTBEHHOCTb Ha NpPOU3BEeAEeHMA HayKu, nurepatypbl M MCKYCCTBA.
ABTOpCKMEe nmnpaBa BbICTYNalOT B KauecTBe rapaHTMm TOro, u4To
MHTEeNnnNeKTyanbHbLIN/TBOPYECKMM TPyA aBTopa He Oymer HanpacHbIMm,
AacT eMy crnpaBeasivBble BO3MOXHOCTM 3apaborarb Ha pes3ynbrarax
CBOEro Tpyaa, NONyuYuMTb MU3BECTHOCTb M npu3HaHue. Hukro 6es
paspelleHMa aBTopa He MOXeT BOCMpPOU3BOAUTL €ro npouvssepeHue,
pacnpocTpaHAThb, ny6nuuHo AEeMOHCTpPUPOBaATh, npopasarhb,
MMMNOPTUPOBATD, nyckKkartb B npokar, ny6bnuuHo MCHNOJIHATD,
noxKas3blBaTb/MCNONHATL B 3chupe unm pasmewars B UHTepHere.

Mcnonb3oBaHMe "nuparckoro"” nporpaMmMHoro obecneueHms



MOXXeT MNPUBECTM K MHOMMM pMCKaM: OT MNOTEepM AAaHHbLIX K TBOUM
aKkKkayHTam po OnokupoBkM TBOero YyCTPOMCTBA, rae YCTaHOBIeHa
HeneranbHasa nporpamma. He crour Takxxe 3abbiBaTb, UTO CyLLECTBYIOT
neranbHble U 6ecnnarHbie NporpamMmmbl, KOTOpPble MOXXHO HAUTU B CeTMU.

O noprane

CereBHYOK.pch - TBOHM [r/IaBHbIAH COBEeTYMK B Ce€TH. 3[echb Tbl
Mo)xkewsb y3Harb O 6e30MacHOCTM B CEeTH IMOHATHBIM M [OCTYIMHbIM
A3bIKOM, a NP BO3SHUKHOBEHMNHN KPUTHUHECKOU CHUTYaUNHN obparnTbcs 3a
coBeTomM. A TakK)Ke nPHUHATb y4YacTue B KOHKYypcax H crarb camMbiM
uyngbpoBbIM rpakgaHmHom!



